ScholarPack
Data Protection Impact Assessment

Organisation Name/Data Controller Name: NORTH STAINLEY PRIMARY SCHOOL
Date final DPIA issued Click or tap to enter a date.

Ref:

Project Brief and Go Live Date:

ScholarPack is MIS software which enables electronic completion of registers and to reduce the need for paperwork/duplication of
processes/streamline some administrative functions. It allows schools to collect, use, amend and store necessary information securely
and conveniently.

ScholarPack allows for the:

e Tracking and analysis of pupil attendance, behaviour, special educational needs and disability data, confidential and child
protection information.

e Tracking payments for school meals and to take registers and manage payments for clubs.

e Management of all staff information (example of information provided in information flow, below) — recording of staff contract
and attendance information.

e Creation of reports and census information

Project Manager/Owner:

Name: LOUISE WALLEN

Job Title: HEADTEACHER

Service:




Telephone:

01765635276

Email:

HEADTEACHER@NORTHSTAINLEY.N-YORKS.SCH.UK

Information Asset Owner/s:

Name: LOUISE WALLEN

Job Title: HEADTEACHER

Service:

Telephone: 01765635276

Email: HEADTEACHER @NORTHSTAINLEY.N-YORKS.SCH.UK

System Administrator/ICT Contact (if applicable):

Name: RACHEL STELLING

Job Title: ADMINISTRATOR

Service:

Telephone: 01765635276

Email: ADMIN@NORTHSTAINLEY.N-YORKS.SCH.UK




Part One - Information Flow

Information In

e Information from parents eg.
Pupils address, DoB, SEN,
medical needs

e Pupil assessment data

e Pupil meal choices

e Pupil attendance data

e Pupil medical information

e Pupil accounts eg. Dinner
money, clubs

e Staff attendance data
e Staff photographs

e Staff details eg. Home address,
next of kin, medical needs

Upload to ScholarPack

CTF FILE - to add new students, or

Information Out

e Pupil assessment data

manually adding new reception
children if they haven’t been at a
current setting.

- . - - /
Each user has an individual login,

with specific access rights only to
the parts of the system that they

need.

Retention/Deletion

The information will be retained in
line with schools current data
retention policy.

If school terminates their contract
with ScholarPack, they will delete
all personal data within 6 months.

e Reports extracted for internal

use eg. Behaviour, progress,
attendance.

Pupil meal choices to kitchen

Letters to parents produced
showing money owed.

Governors reports

Staff attendance data reports




Part Two - Privacy Risks questionnaire

Parents and staff, other systems. Previous settings — CTF files

1. General
Have you identified the Information Asset Louise Wallen O
Owner?
How many individuals will be affected by this 100+ O]
project?
Who are the Data Subjects? Pupils, Staff Members, Parents O]
Please select any information that will be Personal Identifiers/information | Special Category
processed: Name O | Sex life

Address/Postcode O | Sexual Orientation

Date of Birth Religion

Telephone Number/Email O | Philosophical belief

Emergency contact details O | Political opinion

National Insurance Number O | Trade Union Membership

O NHS Number O | Ethnic Origin

Gender Medical history details

O Images (photo/film) Physical health information

O Pseudonymised information O | Mental health information

d IP addresses O | Genetic/Biometric (eg.

Thumbprint)

a Other (please state):

How will the personal data be collected? Directly from the Individual O




Is there

a risk?
Privacy Issue Comments Address
in Part
Three
Does this processing include data matching, No. O]
automated decision making or profiling?
(please describe)
2. Lawfulness, Fairness, and Transparency
What is the lawful basis for processing e) Public Task (specify) b) Contract ]
personal information? If you are using more
than one condition please specify which Pupil Data - Processing is necessary for the performance of a task carried
condition relates to specific data. out for the public interest. This task relates to the need to support and
safeguard students as per Education Legislation.
e Education Act 1996 Special Educational Needs and Disability Act
2001
e The Education (Pupil Information) (England) Regulations 2005
e Keeping children safe in education Statutory guidance for schools
and colleges March 2015”; “"Working together to safeguard children.
A guide to inter-agency working to safeguard and promote the
welfare of children March 2015
Staff Data — Contract - to fulfil the employment contract, and Legal
Obligation - Safeguarding and Health & Safety legislation.
If Legitimate Interests/Public Interest Assessment (see guidance), is
completed please add:
If you are processing Special Category g) Reasons of substantial public b) Employment, social security and
Information (highlighted in red above), what interest (identify condition 6 — 28 in | social protection (identify legislation
is the lawful basis for processing this guidance) or government guidance, check
information condition 1 in guidance)




Is there

a risk?
Privacy Issue Comments Address
in Part
Three
Basis in law and schedule condition (if applicable)/specify:
Education legislation detailed above.
Condition 18. Safeguarding of children and individuals at risk
Condition 1. Employment, social security and social protection
Condition 6. Statutory and Government Purposes
Please refer to the guidance
If you are using consent how are you N/A ]
collecting this and how will people be able to
withdraw their consent?
How will you tell people about this processing? | Website information O
Do you need to update your privacy notices? O Yes
No
3. Purpose Limitation
Are you going to use information you already O Yes, please specify why it is currently held and under which legal ]
hold about individuals for a purpose it is not basis:
currently used for? No
Have you identified all of the purposes for Yes - to enable the school to have a central record of pupil/staff ]
which you will use personal information? information.
O No. If no, why not?
Will people expect their information to be Yes O]

processed in this way?

O No, please give details:

4. Data Minimisation




Is there

a risk?
Privacy Issue Comments Address
in Part
Three
How will you ensure you are only collecting Data is restricted to only what is necessary to carry out the task. Data O]
information that is relevant to this specific which isn’t needed will not be added to the data collection form.
purpose?
Have you considered what information you Yes, please detail if any has been removed: we are only collecting ]
could disregard without compromising the the data we need.
project? O No
5. Accuracy
How are you going to ensure that the personal | Via regular reviews of the information held by the school (e.g. through ]
information will be kept accurate and up to data collection and annual update forms).
date?
How are you going to ensure that the quality Data will be imported by CTF or manually if needed. Staff will be fully ]
of the data you collect is sufficient for your trained and given adequate time to complete the task without
intended purpose? interruptions.
If you are procuring a new system does it Yes

allow you to amend and / or delete
information when necessary?

O No, please give details:

O Notes can be added to the system where accuracy is disputed

O N/A

6. Storage Limitation / Records Management




Is there

a risk?
Privacy Issue Comments Address
in Part
Three
How long will the information be kept for? In line with current school data retention guidelines — 1 year. We keep the O]
(retention period) contact details for the students and their file is kept in former students for
1 year in case of the child returning or information being needed.
ScholarPack will work with schools to implement their data retention
policy.
All student and staff data will remain on the system unless deleted by the
school or the school moves to a different MIS supplier.
All backups are held for six months.
If a school terminates their contract with ScholarPack, they will delete all
personal data within 6 months.
Are you procuring a system that will allow you Yes O
to delete information in line with your
retention periods? -
O No, if no why not?
O N/A
What method will be used, to securely destroy | In line with normal school processes and Information Policy. O]
paper and/or electronic records?
The ScholarPack systems operations team can undertake the deletion of
this data if requested by the school.
Single records can be deleted from the front end system by the Sysadmin
user.
All data that is erased is non recoverable and overwritten immediately.
Any data storage media that is taken out of service is securely destroyed
and ScholarPack maintain certificates of each piece of hardware processed
in this way.
Will destruction be certificated or added to a Yes, please specify: Will be added to schools destruction log. ]

destruction log?

O No, if no why not?




Is there

a risk?
Privacy Issue Comments Address
in Part
Three
Where will information be stored/accessed? Cloud based application
Other (specify):
If you are using a ‘Cloud Based’ system to Data is held in secure Tier 4 data centres within the UK that are protected
store or transfer information, where is the by both physical and logical security, and conform to industry standard
geographical location of the server/s? (you security practice.
may need to ask your provider to supply this) | Any personal emails you send through ScholarPack may be processed (not
stored) by servers in the US
If back up information is stored off-site, where | UK ]
is the geographical location?
7. Security
Who will have access to the information within | Headteacher, Administrator & Safeguarding Deputy O]
the organisation? Class teachers have access to class register and emergency contact details
Please delete/amend according to your as well as medical info.
schools use of ScholarPack
What controls have been put in place to limit Each user has an individual login, with specific access rights only to the ]
access to the information? parts of the system that they need.
These are functions that can be used on The system has minimum password requirements and prompts users to
ScholarPack please ensure the school is aware | make their password more secure.
how to use them ScholarPack records all user logins to schools and these are regularly
audited at an operating system level.
Systems and processes in place to monitor unauthorised access to
ScholarPack.
ScholarPack provides several mechanisms for limiting locations from which
users can log into ScholarPack.
Yes ScholarPack records all user logins to schools and these are ]

regularly audited at an operating system level.




Is there

a risk?
Privacy Issue Comments Address
in Part
Three
If you are implementing a new system, does O | No
this system have the ability to audit access
(audit trails)? O | N/A
Does your new system/hardware/procedure e.g. encryption, two factor authentication, lockable/fire proof ]
provide adequate protection against security storage/updated policies
risks? Please detail. All external data transmissions to and from ScholarPack are encrypted
using SSL/TLS protocols and ciphers, passwords are encrypted and
encryption of all data at rest
Are staff undertaking any additional training Yes - staff receive training when the system is installed and new O
to help use new systems/procedures? Will this starters begin.
include Data Protection training?
O | No. If no why not?
Is there a disaster recovery plan in place in Yes - School data is mirrored in real time to a standby server by ]
case of equipment/software failure? 'streaming replication'.
ScholarPack has an up to date backup ready to take over should
there be problems with the primary server and a formal back up is
taken daily
Backups are then moved to high availability, replicated data storage
across three geographically separate data centres to mitigate
against the failure of the primary data centre.
O No
8. Data Processors — Data Processors should be listed after part 2 of this form
If you are using a data processor, how has the | Each ScholarPack employee is required to hold an enhanced DBS and

provider demonstrated an adequate level of
information security?

comply to company regulations on data sharing and confidentiality.

ScholarPack employees are trained in strict compliance to ISO 27001 and
receive monthly refresher training to ensure retention and active practice.
Access to schools’ data is strictly controlled and monitored at ScholarPack
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Is there

a risk?
Privacy Issue Comments Address
in Part
Three
ScholarPack employ a 'least privilege' code of practice within the
organisation.
ScholarPack have various security procedures in place which ensure the
safety of data within an ISO 27001 system, and the database is only
accessed with express permission from the school.
If using a data processor, how has the GDPR compliant contract (as below). Security information and ]
provider demonstrated that they are commitment to the UK GDPR is displayed on the website.
compliant with the UK GDPR? (you may need
to ask your provider to supply this)
If using a data processor, do you have a Yes Veritau has given ScholarPack Limited Assurance for statutory
written contract in place with the UK GDPR clauses - All required clauses are present, except submitting to
clauses? audits. This is low risk. Information is held mainly in the DPA but
some additional information is in the privacy statement or on the
website itself. It states that data will be transferred to the US
servers, but not stored there. This limits the risk but does not
eliminate it, and safeguards are not specified.
The processor has been contacted to see if additional information is
held. If your school holds additional terms please send to Veritau
and we will update this assessment.
O | No
O | N/A
9. Information Sharing — Data Controllers should be listed after part 2 of this form
What is the legal basis for sharing? O]
(Please speak with your DPO about this)
N/A
Is there a sharing agreement in place? O | Yes (please attach) O]
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(Please speak with your DPO about this) O | No. If no, why not?
N/A
Will you transfer information outside of the O | Yes, please specify where:
UK, where will this be? O | No
O | N/A
How will information be transferred? N/A

10. Rights of the Data Subject

How will you manage ‘Subject Access
Requests’ or other requests regarding
information rights?

(Rectification, erasure, objection, and
restriction etc.)

Normal school procedures will be followed in line with the Information
Policy.

If procuring a new system, will this allow you
to fulfil the rights of the data subject
mentioned above?

Yes, detail as needed: 2.8.7. assist the School, at the School cost, in
responding to any request from a data subject

O | No

If the project involves automated decision
making do you have a process in place to
facilitate human intervention? Please detail.

Will your data processing exclude individuals
from using a service or from exercising any
rights?

O | Yes, detail as needed:

X | No
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Is there

a risk?
Privacy Issue Comments Address
in Part
Three
11. Accountability
As a result of this project do you need to Information Asset Register
update any of the following? 0O | Policies
If you are updating any policies or procedures O | Procedures
please also tick these and add them into the
risk table below.
If needed, have you consulted relevant O | Yes, who? please add outcome details: ]

stakeholders/ICO? What was the outcome?
If you have consulted please amend.

No

List any Data Controllers information will be shared with (if applicable):

Name:

Contact Details:

Name:

Contact Details:

Name:

Contact Details:

Name:

Contact Details:

List any Data Processors information will be processed by (if applicable):

Name: ScholarPack

Contact Details: Mosaic, Thomas Parker House, First Floor, 13 - 14 Silver Street, Lincoln, LN2 1DY
Name:

Contact Details:
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Name:

Contact Details:

Name:

Contact Details:
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Part Three - Risk Evaluation

Privacy Risks (from part two)

Describe source of risk and potential
impact on individuals, compliance and
school risks

Options to reduce or eliminate risk

Evaluation
Is the risk eliminated, reduced or accepted?

Personal emails being sent through This limits the risk but does not eliminate it, and Accepted
ScholarPack processed but not stored safeguards are not specified but the contract
via US servers contains this clause.
2.8.5. not transfer any Personal Data outside of
the European Economic Area
unless the prior written consent of the School has
been obtained and the
following conditions are fulfilled:
(a) the School or the Supplier has provided
appropriate safeguards in
relation to the transfer;
(b) the data subject has enforceable rights and
effective legal remedies;
(c) the Supplier complies with its obligations
under the Data Protection
Legislation by providing an adequate level of
protection to any Personal
Data that is transferred; and
(d) the Supplier complies with reasonable
instructions notified to it in
advance by the School with respect to the
processing of the Personal
Data.
The processor is not recorded on the Information Asset Register to be updated to Eliminated
information asset register and include new system.
therefore not compliant with Article 30
of the UK GDPR.
Training; staff may not know how to Ensure all staff complete relevant training. Reduced

use the new system and therefore
mistakes could be made.
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Potential for staff to input personal
data/special category data that is not
necessary.

Ensure all staff complete relevant training to
ensure staff will only record relevant information.

Reduced

Veritau has given ScholarPack Limited
Assurance - All required clauses are
present, except submitting to audits.
This is low risk. Information is held
mainly in the DPA but some additional
information is in the privacy statement
or on the website itself. It states that
data will be transferred to the US
servers, but not stored there.

This is low risk as the school is unlikely to require
audits of ScholarPack.

Accepted
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Part Four - Signatures and Review

This Data Protection Impact Assessment (DPIA) should be signed by the relevant Information Asset Owner. Should any risks be
‘accepted’ then consideration should be given to the school’s Senior Information Risk Owner (SIRO) countersigning the DPIA if this is not
the individual who has completed the DPIA. All DPIAs should be approved by the Data Protection Officer.

Information Asset Owner
Name: Louise Wallen

Job Title: Headteacher
Date: 08/06/2022
Signature: L.Wallen

Data Protection Officer

Name: Callum Martin (on behalf of Veritau)
Job Title: Information Governance Officer
Date: 21/06/2022

Signature: C.Martin

Senior Officer / Caldicott Guardian (If Applicable)
Name:
Job Title:

REVIEW DATE: 06/09/2023 (Recommend annually)
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